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or users, or authorised users innocently connecting a
wireless access point into the network, which could
introduce polentizl security vulnerabilily from davices
accessing the network through that connection point

m Non-compliant devices such as mis-configured
systems - systems not updated with [atest vendor
releases security fixes or proper anti-virus files

B Unauthorised activities from internal users —
accidental or deliberate actions by employees or ex-
employees that compromise services or information.

m External users — viruses, worms, denial of service
and hacker penetration

® Physical theft — physical theft of hardware/sollware

Fraud - bogus payments and false credit details

®m Proprietary information — destruction or copying of
company data

Deploying a layered security solution helps protect

arganisations from this plethora of security challenges

There are three ‘layers’ to enterprise IT:

m People - including employees, customers, partners
and the general public

B Applications - including e-mail, procurement, ERP
and supply chain

B Network infrastructure — \ncluding routers/switches,
malinframes, virtual private networks

A good security strategy needs to consider all levels
Companies continue to spend vast amounts of money
on protecting the people and application layers bul
often overlook the network infrastructure level.

Intelligent Infrastructure

Management - The physical layer

Maintaining physical infrastructure security is now

a very simple process with the sophistication over

the last year or so of intelligent patching technology

Intelligent patching provides a vital layer of protection

enabling rapid detection, documentation, netification

and corrective action. Such a system can be used

ta document and monitor the network in real

time, warning of any unauthorised connections /

disconnections, entry to computer areas eic
Traditionally, a nelwork manager had the time

consuming and aimost impossible task of keeping

an accurate paper recard of all physical network

connections and any moves, adds and changes [MACs),

This may be in an office of 50 people or 5000 people

in a single office or hundreds of small offices spread

throughout the world. Companies with high churmn rates
of staff put further pressure on the number of MACs
required. The data is in many cases drastically out-of-
date as manus| upkeep is often overlooked in the bustle
of everyday business. In addition, it is not uncommon
for a company to outsource its entire MAC operation.

With intelligent Infrastructure management
technology all devices connected to the network are
automatically detected and electronically logged, as are
any changes in network connections including secunty
wiring. Metwork connections can be correlated with
physical location of network access point. This means
hat the deliberate or inadvertent disconnection of a key
patcheord can be fixed in minutes, saving thousands of
pounds by minimising downtime

In addition, security devices such as cameras, acoess
switches and motion detectors can be set-up and correlated
with network event and access logs. For example, any
unatithorsend persons entering the comms room are racorded
in real ime by a camera and alanms cr aleris can be [rigpenred
for immediate response against unauthonsed activities.

Using accompanying software, modern intelligent
infrastructure management syslems identify faults and
any potential espionage in real time, These syslems
can detect when a device is connected to the network
providing vital infermation, such as the host and IF
address, to the network manager. This can be matched
with exact location of the device down to the jack/
wallplate to which it is connected. Network connectivity
can further be checked against business rules,
authorisation, event schedules and work orders

Particulary in remote sites where the netwark
manager sn't always present, the ability to monitor and
track sites centrally with instant notification of remote
connectivity changes and their route cause is a key
security acdvantage. The costs of remote site monitoring
are dramatically reduced through the ahility to diagnase
or direct connectivily changes without dispatching a
technician. If maintenance is required, the dispatched
technicians can arrive prepared and equipped to execute
MACs. Those in charge of secunty can have the peace of
mind that, at their remote sites, access is secured and all
gecess and connectivity tracked and logged.

nielligent infrastructure management also helps
organisations maintain business continuity 1n the event
of an uncontrollable security breach. In a disaster
recovery situation madem intelligent infrastructure
management systems provide a ‘snapshot’ of the full
connectivity requiremeant of the affected organisation,

Consideration of the following
questions will help the IT
manager when planning
infrastructure security:

. Can | detect unauthorised devices in real
time including their physical location?

. Can | automatically detect the root cause
of an unscheduled disconnection of a
critical device?

Can | enforce the compliance with a
prescribed security policy of a device
connecting to the network?

. Do | have the capability to deny an
unauthorised or non-compliant device
access to the network to prevent a
potential threat risk?

. Does my security plan take the physical
infrastructure into account?

. |s my network layout designed to be
secure from intrusion?

. Have all the policy and procedures for
physical and connectivity access been
documented for employees, contractors
and service technicians?

. Do my consultants and installation
contractors have documented security
policies and procedures in-line with mine?

. Do our mission critical devices require
higher security media such as fibre?

10.How waould | be aware of a security breach
in my physical network and shut it down?

The near future

Currently, Intelligent infrastructure management systems
are able 1o tell the physical location of a device, With
new enhanced soflware soon to be avallable the system
will be able 1 correlale aclivily or behaviour of the
device with its physical location and flag any unusual or
unauthorised activity e.g. why is this person 10gging on
from another person's machine or office Incation?

Conclusion

The additinn of intelligence infrastructum managament
to the cabling system turns it from a flexible network

to a powerful controlled infrastruciure. An intalligent
solution with real time feedback can make a significant
contribution to the security, business continuity and
downtime of an organisation.

With ever-growing security threats, a preventative,
layered approach to security by organisations is key.
Modern intelligent infrastructure management systems
enable your phvsical network infrastructure to be built
and trained to detsct intrusion from the potential threat of
intemal espionags before it occurs rather than after.

Janpary 2005 Security Advisar Middie East_a1





